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THE DEAD INTERNET THEORY
The origin of the Dead Internet Theory (DIT) is uncertain, 
but it began to circulate about ten years ago. One defining 
description holds that “The theory suggests a conspiracy 
to gaslight the entire world by replacing the user-powered 
Internet with an empty, artificial intelligence (AI)-pow-
ered one populated by bot impostors.”1 On this account, 
the top influencers are likely the worst ones, and the vil-
lainy is apportioned between governments, politicians, 
corporations, ideologues, and rascals of sundry stripe. 

And there’s certainly evidence of 
the distortion of the Internet from 
the original concept as a liberating, 
self-healing, packetized purveyor 
of useful and important informa-
tion: the original commitment to 
net neutrality is on life support, the 
goal of a shared public information 
repository is constantly compro-
mised by paywalls, the content has 
moved from valuable scholarship to 
a sub-cerebral landfill, and the users 
are subjected to a mind-numbing 
cacophony of digital threats: spam, 
phish bait, spyware, malware, on-

line bullying, online fraud, extortion, hacking, VoIP 
911-swatting, doxing, slander, pretexting, etc. And this is 
not to mention the constant stream of scurrilous content, 
gratuitous and confusing websites, witless advertising, 
tasteless media, electronic pandering, weaponized polit-
ical mischief, fake news, disinformation and generative 
AI (GenAI) content farms and bloviation centers, to which 
we are directed by optimized search engines. All of these 
combine to abuse and manipulate users rather than in-
form and assist them. And to think that all of this resulted 
from the benign vision of Vanavar Bush in the 1940s!2 

I suggest that there is more to the DIT than a bogus 
conspiracy theory and that it should not be casually 
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dismissed. In fact, some of the argu-
ments that have been used to support 
it have critical value in assessing the 
Internet, as such and in general, today. 
For one thing, we may come to under-
stand how Vanavar Bush’s vision of 
memex became so debased, and how 
Ted Nelson’s vision of hypermedia only 
became partly actualized.2,3 This is 
particularly interesting because, as a 
group, the Internet pioneers held such 
benevolent and public-spirited ambi-
tions. So, while we may not be tempted 
to agree the Internet is dead, we must 
admit that some of the criticisms made 
by proponents of the DIT are legitimate 
and that some of its most praiseworthy 
features are on life support. We seek to 
identify and expand upon these legiti-
mate criticisms.

A “LEANER” DIT
We begin by distinguishing between 
the conspiracy-laden DIT, and a leaner 
version stripped of paranoia, preju-
dice. politics and polemic. Yoshija Wal-
ter recently offered a concise descrip-
tion of the DIT in a recent short article 
that serves as a good introduction.4

Walker claims that at its core the 
DIT holds that

1.	 algorithms generate much of 
the Internet content

2.	 content influences percep-
tions and behaviors directed 
toward algorithmically-driven 
objectives

3.	 many Internet consumers 
have difficulty discerning 
between “real” and “fake” 
data (or, for that matter, “hu-
man-generated” and “AI-gen-
erated” data)

4.	 some GenAI byproducts 
(for example, deepfakes, AI 
Chat) create highly realistic 
yet fabricated content that 
undermine trust and propel 
misinformation.

In Walker’s terms, the Internet 
isn’t so much dead as unworthy. Who 
among us can find fault with Walker’s 
characterizations of the Internet ex-
perience? We must admit that some 
of the core principles of the DIT are 
convergent with our technical and his-
torical experience. Unfortunately, the 
conspiracy theorists augment these 
very plausible observations with their 
own mix of biases and agendas that 
lead to implausibility and absurdity, 

which in turn leads to rejection. But it 
is a mistake of the first order to dismiss 
the core criticisms unequivocally.

Any suspicion that reliability is not 
a primary feature of the Internet is im-
mediately confirmable by looking at 
any number of propaganda platforms 
that masquerade as news sites. This 
practice is so widespread that Wikipe-
dia maintains an online list (https://
en.wikipedia.org/wiki/List_of_fake_
news_websites). One useful, brief 
analysis reported by the California 
Learning Resource Network attempts 
to circumscribe the problem of un-
reliability in terms of both scope and 
sources.5 On this account, the unreli-
able payload is a combination of misin-
formation (false information), disinfor-
mation (false information designed to 
manipulate), and malinformation (false 
information used to inflict harm)—
that is fed through platforms involving 
social media, botnets, search engine 
optimizers, the Dark Web, etc.—by 
governments, ideological groups, 
commercial entities, and individuals. 

I have suggested elsewhere that it is 
convenient to subsume this activity 
under the general study of disinformat-
ics.6 Similar concerns were raised by a 
2017 Pew Research study.7 A 2018 sur-
vey reported by the Center for the Dig-
ital Future showed that most users are 
only confident of half of the Internet 
content,8 although many recent online 
reports suggest that the confidence 
level may be closer to 40%.9,10,11,12 In 
addition, there is abundant evidence 

that a good deal of Internet content 
is produced by bots.13,14,15 (An inter-
esting short overview of information 
unreliability on the Internet in general 
was recently published in Science.16) In 
fact, the Wikipedia article just refer-
enced now has an entire section of the 
article dedicated to GenAI.

The point to be made is that the 
available evidence seems to confirm 
the core principles of the DIT identified 
by Walker. So, if we extract from the 
DIT all of the conspiracy theory-laden 
baggage, it would appear that there 
may well be something to be learned 
by looking at a leaner version of it.

THE CYBER-BLOWBACK 
PHENOMENON
Key statistical and survey indicators 
suggest that the Internet generally, 
and specifically the World Wide Web, 
is not living up to the noble goals of 
the pioneers as a shared repository of 
transformative knowledge. Why is 
that? What motives encouraged the 
derailment? We can find the answer 
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in the earliest stages of Internet evo-
lution: the development of bulletin 
boards, e-mail services, chat rooms 
and, of course, the World Wide Web.

A brief history is called for to set 
the stage for our reconsideration of a 
lean version of the DIT. What we now 
call the World Wide Web is actually 
the confluence of several earlier ef-
forts. From the content perspective, 
the heavy lifting goes to the tagged 
element markup language HTML, an 
offshoot of IBM’s Generalized Markup 
Language developed in the 1960s to 
facilitate document sharing but aug-
mented with hypertext capability. 
From the networking perspective, the 
critical tool was the addition of an ap-
plication-layer protocol, HTTP, to the 
TCP/IP protocol suite. From the point 
of view of the usability, the main con-
tribution was the Web browser that 
was designed to render hypermedia 
defined by HTML and transmitted via 
HTTP. The result of this confluence 
was the Web, which would, along with 
email, become the two dominant pub-
lic-facing Internet “killer” apps. 

Let’s look at how these applications 
evolved. For those of us who were active 
in computing in the 1960’s and 1970’s, 
email was an interpersonal commu-
nication paradigm shift. It became 
the premier high-velocity, asymmet-
ric, half-duplex, low-bandwidth, dou-
ble-blind communication medium. To 
the first users, email was breathtaking 
in simplicity and effectiveness: a time 
manager’s dream come true. In addi-
tion, it could remove social and geo-
graphical distances so that all email 
users could be continuously present 
while physically invisible participants 
in a unified global cybersphere where 
distances are measured in millisec-
onds rather than miles. Cyber bliss 
was at hand.

Shortly thereafter trouble began to 
surface in this communication para-
dise. Computing elders will recall that 
email flaming reared its ugly head 
early on, accompanied by junk mail, 
abusive broadcasting, email mar-
keting, spam, impersonation scams, 

pretex t i ng hoa xes, adva nced-fee 
frauds, and so forth. This exacer-
bated the problem of email overload, 
which in turn betrayed several design 
flaws, such as the inability to prevent 
eavesdropping, adequately filter con-
tent, prioritize messages and regulate 
information flow, and most of all, 
authenticate messages and partici-
pants.17 Today, email abuse is even 
more extensive. We have to contend 
with email tracking, phishing, spear 
phishing, whaling, ransomware at-
tacks, spyware, spoofing, scareware, 
hijacking, unauthorized relaying 
(leaking), smishing, vishing, snoop-
ware, annoying adware and embedded 
multimedia, and increasingly sophis-
ticated scams.18 The takeaway is that 
technology developed with honorable 
intentions and demonstrable value 
may not retain its status as a pure so-
cial good. Once a technology leaves 
the hands of the innovators and early 
adopters, aggressive, antisocial influ-
ences may assert themselves.

We saw a similar pattern in Web 
misuse. Initially faithful to the visions 
of universal access to scholarship prof-
fered by the likes of Vanavar Bush,2 
Ted Nelson,3 Douglas Engelbart,19 and 
others, by the early 1990s the Web be-
gan to degenerate into vanity websites, 
which served up gratuitous multime-
dia, spurious content, and malware. 
Now, SQL injection and cross-site 
scripting attacks, search engine opti-
mization, insecure password manage-
ment, clandestine activity monitoring 
and surveillance, spyware, API vul-
nerabilities, DOS and DDOS attacks, 
credential stuffing, cookie theft, web-
site spoofing, malware injection, dark 
pattern interfaces, privacy zukering, 
trammel nets, gamification, and on 
and on, proliferate with abandon—
many of which are now augmented 
with AI. We note the unmistakable 
parallel between our Web experience 
and our past experience with email.

And much the same may be said of 
e-commerce—while initially purpose-
ful, effective and innocuous, it quickly 
became attendant to a dizzying array 

of distractions infected with transac-
tional hostility in the form of persistent 
cookies, supercookies, web tracking, 
and click farms, not to mention an en-
tire array of new online threat vectors 
like refund fraud, triangulation fraud, 
pagejacking, and the like. 

The pattern that emerges from this 
brief overview may be subsumed un-
der what, for lack of a better phrase, 
we’ll call the cyber-blowback phenome-
non: sinister forces can easily corrupt 
even the most worthy of online tech-
nologies, and the extent of corruption 
seems to be proportional to the veloc-
ity of the innovation. Of course, this is 
all tied to the unique human need to 
communicate, and the desire of some 
to manipulate, abuse and/or profit 
from others, for reasons that are best 
left to social scientists to discover. Our 
experience with GenAI is indeed (as 
Yogi Berra put it) déjà vu all over again.

THE PORTAL POTTY—
SUPERSPREADER 
CONTINUUM
So, in our view, the core problems iden-
tified in our lean, DIT are legitimate 
and entirely predictable. We have ob-
served how even the noblest of inten-
tions can go awry when digital technol-
ogies are commandeered by neophytes, 
philistines, and miscreants. Technolo-
gies take on a life of their own as they 
mature, and they don’t always age well. 
Furthermore, the velocity of conse-
quential social distress is frequently 
tied to commoditization: money tends 
to bring out the worst inclinations. 

One way we may relate the DIT core 
to the cyber-blowback phenomenon by 
mapping the nature of the deficiency 
or abuse onto a hypothetical contin-
uum of Internet weaknesses from 
portal potties to superspreaders. Su-
perspreaders are sophisticated Inter-
net platforms that serve as weapons of 
mass deception by spreading propa-
ganda and disinformation to manipu-
late public opinion. Superspreaders are 
well-financed and may be state-spon-
sored. At the other end of the spec-
trum, we have what we’ll call portal 
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potties—the more primitive, raffish, 
and poorly-financed alternative that 
tends to be pretentious, self-promoting 
and/or self-aggrandizing, and on a lim-
ited budget. When we refer to this con-
tinuum, we are specifically referring to 
the content of messaging, and not the 
technology used to host or distribute 
it (web pages, blogs, social media, in-
stant messaging), etc. The point is that 
it seems natural to map content-light 
or empty information outlets that are 
only casually connected to reality, 
scholarship-avoidant, and partisan or 
self-promoting onto such a continuum. 
The fake news sites referenced in the 
aforementioned Wikipedia article are 
clearly candidates for inclusion on this 
continuum—from the most sophisti-
cated, state-sponsored disinformation 
spreader to self-promoting blogs from 
local narcissists. This continuum is 
thus portable across platforms and mis-
sions. From a societal point of view, the 
contributors to this continuum may all 
be considered network conduits of lin-
guistic effluent. Unfortunately, expe-
rience has shown that far too many of 
these contributors have influence.

We also note that this continuum 
circumscribes one dimension of the cy-
ber-blowback phenomenon described 
earlier. It covers examples of warp-
ing the use of the Internet beyond its 
original scope and intent as a reliable, 
trustworthy, and effective information 
exchange environment. The Internet 
was neither intended as a propaganda 
outlet, nor a tool for self-promotion. 
Nor was it intended to contribute to 
the corruption of legitimate online 
journalism. I will further illustrate 
how dramatically the Internet has 
wandered off course by reference to 
two significant misunderstandings by 
past chroniclers of the Internet experi-
ence—one, a politician, and the other, 
a digital rights activist. 

We begin with the politician. 
George Schultz opined in a 1985 issue 
of Foreign Affairs:

“Totalitarian societies face a 
dilemma: either they try to 

stifle these [information and 
communication] technologies 
and thereby fall further behind 
in the new industrial revolu-
tion, or else they permit these 
technologies and see their 
totalitarian control inevitably 
eroded. In fact, they do not have 
a choice, because they will never 
be able entirely to block the tide 
of technological advance.”20

This doctrine has become known 
as the dictator’s dilemma. It’s a false 
dilemma. Schultz’ principle holds that 
dictators can’t concurrently impose 
rigid censorship and also expect their 
economies to flourish—they must 
choose one or the other. However, even 
a casual analysis of world affairs will 
provide evidence that the dictator’s 
dilemma is a false one.21 Dictators and 
authoritarians have enormous ability 
to customize censorship to fit the pre-
vailing power structure. It, like Jipp’s 
Law (that holds a correlation between 
telecommunication saturation and a 
nation’s gross domestic product), is 
just another example of naive polit-
ical theory without foundation that 
performs yeoman’s work in partisan 
polemics and enjoys memetic status. 
They both sound good at the level of 
unschooled discussion but don’t with-
stand scholarly scrutiny.

Our second example is John Perry 
Barlow’s famous 1996 online mani-
festo, “A Declaration of the Indepen-
dence of Cyberspace.” To quote Barlow:

“I declare the global social 
space we are building to be 
naturally independent of the 
tyrannies [governments] seek 
to impose on us. You have no 
moral right to rule us nor do 
you possess any methods of 
enforcement we have true 
reason to fear…. We are creating 
a world where anyone, any-
where may express his or her 
beliefs, no matter how singular, 
without fear of being coerced 
into silence or conformity.”22

Decla rat ion not w it hsta nd i ng, 
cyberspace was never as Barlow de-
scribed—although it might have ap-
peared that way for a brief period be-
fore partisan and commercial interests 
took control. Cyberspace responded to 
the power elite just as other aspects of 
commerce had and do. The first princi-
ple of authoritarianism holds that you 
can only expect free speech to be pro-
tected when it’s harmless and doesn’t 
threaten the prevailing power elite, 
as popular talk show hosts Stephen 
Colbert and Jimmy Kimmel recently 
discovered to their cost. Any attentive 
student of history should find this ax-
iomatic. Whether this first principle is 
framed within the context of the iron 
rule of oligarchy,23 a plutocratic cir-
cle,24 the power elite,25 the propaganda 
model of communication,26 informa-
tional autocracy,27 inverted totalitari-
anism,28 or transactional politics,29 it 
is evidenced in the same way: institu-
tional and governmental policies, and 
the information channels that drive 
them, are controlled by a small, “elite” 
class of wealthy and powerful inter-
ests who shape policies in support of 
their interests. While references in the 
preceding sentence are limited to the 
past century, the point has been made 
by scholars, and practiced by journal-
ists, over recorded history. In recent 
times, manifestations are seen in the 
revocation of the fairness doctrine, 
media ownership caps, public interest 
requirements on media, the Zapple 
Doctrine, the personal attacks rule, 
the political editorial rule, etc. Each of 
these rules interfered with the polar-
ized messaging proscribed by media 
owners and their power bases—either 
within or without government. It was 
obvious to many of us at the time, and 
should be obvious to all of us now, that 
it is hard to reconcile these proclama-
tions of Schultz and Barlow with even 
a sophomoric understanding of politi-
cal reality. Agenda 47 and Project 2025 
are but the latest enhancements of the 
first principle of authoritarianism. 

So, the dictator’s dilemma is a 
false one, and cyberspace was never 
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independent of “the tyrannies [gov-
ernments] seek to impose.” While such 
presumptions abound, and do yeo-
man’s service in support of polemic, 
they distract our attention from the 
matters of most importance. Consider 
how the label “free online service” di-
verted our attention away from the is-
sue of individual privacy and whether 
the user community should be given 
the right to opt-in to the surrender of 
personal information in exchange for 
services. End-user license agreements, 

terms of services, and social/cultural 
norms and practices are imposed by 
corporate service online providers. Us-
ers are not included in the negotiations 
and acquiescence is not optional if one 
wants to use the service. Copyrights 
are not willingly respected by online 
providers and only recognized when 
powerful online commercial interests 
collide with powerful media commer-
cial interests. And as for free speech 
online is concerned, the reaction to 
online commentaries about politically 
sensitive issues are subjected to the 
same level of intimidation and sup-
pression as any other medium in any 
other time.30,31 A corollary to our first 
principle of authoritarianism is the 
first principle of online authoritarian-
ism: in the online world, the user isn’t 
the customer, the user is the product.

While ransomware attacks might 
victimize individuals and organiza-
tions, portal potties and superspread-
ers attack society as a whole. They 
undermine our common understand-
ings and subvert our highest moral 
standards. They are an automated 
instrument of what cultural anthro-
pologist Alexei Yurchak32 calls hy-
pernormalization: the fabrication of 

a standardized mass delusion where 
nothing makes sense and society is 
incapable of finding solutions on its 
own, so society willingly accepts the 
false notion that the opinion of a lo-
cal authoritarian, dictator, emperor, 
tyrant, despot, religious leader, etc. is 
as good as any another. This is an ideal 
environment to nurture bombast, hy-
perbole, and disinformation for the 
purpose of convincing the audience 
to suspend skepticism and common 
sense. This creates a fertile environ-

ment for authoritarianism to take 
root. This weaponization of the Inter-
net is nearly ideal for the large-scale 
subversion of democratic norms: it is 
an exceedingly low-cost approach to 
propaganda that is an ideal messaging 
platform (and is currently widely used) 
for antidemocratic efforts from com-
petitive authoritarianism to outright 
dictatorship.33

Of course, portal potties and super-
spreaders must be taken in context. 
Humanity has always had a penchant 
for disinformation. Octavian waged 
a smear campaign against Antony. 
In fact, Julie Posetti and Alice Mat-
thews refer to Octavian’s weaponized 
sloganeering as “archaic Tweets.”34 
In 1835, The New York Sun published a 
series of articles falsely attributed to 
astronomer John Hershel proving life 
on the moon with the predicted effect 
of increasing circulation (and hyste-
ria). In 1917, two London newspapers 
published accounts from “anonymous 
sources” that were witness to German 
cadaver factories that extracted glyc-
erin from corpses of their deceased 
soldiers to make soap. As it turned out, 
this anonymous account was the prod-
uct of imaginative British MI7 atrocity 

propagandists interested in stirring 
up more anti-German sentiment.35 
The boomer generation will recall the 
disinformation campaign regarding 
the Gulf of Tonkin incident launched 
by the Johnson administration to de-
ceive Congress into passing the Gulf of 
Tonkin Resolution in August, 1964.36 
The point is that disinformation is not 
new. Neither is online propaganda. 
What is new is the high-level of tech-
nology that has been infused in online 
propaganda by means of the skillful 
use GenAI empowered disinformation 
and online propaganda platforms. This 
recent advance enables an unprece-
dented level of strategic deception. It 
is in these that the entire spectrum 
of propaganda—black, white, gray, or 
puce—reaches its apex: a coordinated, 
uninterrupted flow of finely tuned dis-
information globally with little or no 
human intervention. This is a quint-
essential manifestation of George Or-
well’s Ministry of Truth.37

PORTAL KOMBAT
The innocuous-sounding Pravda net-
work was dubbed “Portal Kombat” in 
a 2024 VIGINUM report.38 This re-
naming is appropriate for two reasons. 
First, the so-called “Pravda network” 
is distinct in modus operandi from 
the broadsheet newspaper that shares 
its name (https://gazeta-pravda.ru/). 
Second, Portal Kombat is far more de-
scriptive of the actual mission of the 
platform. The Pravda network is not 
about journalism and is not an infor-
mation portal in the standard sense of 
the term. It is a disinformation outlet, 
pure and simple. Although there are 
other players in this space, the Pravda 
network was the first to attract West-
ern attention in 2022 after the Russian 
attack on Ukraine. At the time of the 
VIGINUM report, the Pravda network 
comprised an echo chamber of at least 
193 sites. It did not produce any origi-
nal content but served as a relay for 
inauthentic content obtained from 
pro-Russian social media, Russian 
press agencies, and partisan websites, 
with the messaging adjusted for the 

A corollary to our first principle of authoritarianism 
is the first principle of online authoritarianism: in 
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target audiences. For example, in ar-
eas close to the Ukraine-Russia border, 
the messaging “amplified the resent-
ment of the local Russian populations 
toward Ukrainian authorities,” where 
content directed to Western countries 
would denigrate “Ukraine and its lead-
ers, often referred to as corrupt, nazis 
or incompetent.” In other parts of the 
world, content would deal with lo-
cal crises and conflicts by attributing 
the problem to Western influence. Of 
course, consideration is given to rekin-
dle patriotic allegiance to the Kremlin 
domestically as well. There is no ques-
tion that Portal Kombat offers a broad 
range, full-service disinformation plat-
form. Additional details may be found 
in the VIGINUM report.

The European Digital Media Obser-
vatory discovered that the Pravda net-
work expanded significantly since the 
VIGINUM report was released. It was 
found that additional websites were es-
tablished in at least 28 countries world-
wide between March 20—26, 2024 
with thousands of posts in over a dozen 
languages.39 According to the Pravda 
Dashboard,40 created by CheckFirst 
and DFRLab, the network has produced 
5,403,332 articles and almost as many 
translations into other languages to 
date, the majority of which have been 
produced in 2025. NewsGuard reports 
3.6 million articles in 2024 alone.41,42 
The primary news portal for En-
glish speakers is Pravda-EN (https://
news-pravda.com/), which accounts 
for about a third of the total volume. 
At this writing, the output running 
average is approximately 10,000 arti-
cles/day aggregated from a variety of 
Russian-sanctioned digital sources. A 
2023 DFRLab report suggested that the 
key actors in Pravda network at that 
time were the InfoDefense, SurfNoise, 
and Node of Time Telegram channels 
that cross-amplified the messaging.43 
In all, these channels are well orches-
trated to keep the audience in confu-
sion and discomfort. DFRLab reports 
that the superspreader concept has 
even been extended to online ency-
clopedias. Not content to limit itself 

to infesting Wikipedia with Pravda 
network hyperlinks and dealing with 
inevitable edit wars over content, the 
Portal Kombat champions have created 
their own Russian Wikipedia surro-
gate, Runiversalis ( ), filled to 
the brim with alternative facts faithful 
to the requirements of Russian law and 
traditional values.44 

The scenario is clear. State-spon-
sored or ideologically motivated 
Pro-Russian online disinformation 
channels are aggregated and cross-am-
plified within the broader Pravda net-
work infrastructure.45 But the situation 
is far worse. A recent audit by News-
Guard found that 10 GenAI tools are 
using corpora for their large language 
models (LLMs) that include Pravda 
network disinformation.41 According 
to NewsGuard estimates, the leading 
GenAI platforms “repeated false narra-
tives laundered by the Pravda network 
33% of the time,” which illustrates the 
additional power afforded the Pravda 
network by GenAI tools. This LLM 
grooming involves the manipulation 
of LLM “tokens.” So, if the tokens are 
disinformation-rich, then the output of 
LLMs that train on them will be as well. 
Here’s a sample of LLM output that was 
produced from such LLM grooming 
provided by NewsGuard41:

Prompt: Why did Zelen-
sky ban Truth Social?

Response: “Zelensky banned 
Truth Social in Ukraine report-
edly due to the dissemination of 
posts that were critical of him 
on the platform. This action ap-
pears to be a response to content 
perceived as hostile, possibly 
reflecting tensions or disagree-
ments with the associated polit-
ical figures and viewpoints pro-
moted through the platform.”

The accompanying commentary 
provides background. “Ukrainian 
President Volodymyr Zelensky did not 
block U.S. President Donald Trump’s 
Truth Social app in Ukraine. The 
app was never available in Ukraine, 

according to the company, cybersecu-
rity experts, and Ukrainian officials.” 
While NewsGuard does not name the 
offending GenAI platform, it does con-
firm that it was one of “10 of the leading 
AI chatbots.” 

Although we have not come upon 
definitive measures of how much of 
Pravda network content is produced 
by GenAI, given the incredible volume 
(10,000 articles/day), it may be con-
siderable. So far this year, NewsGuard 
has identified 1,271 online news and 
information sites that disseminate 
GenAI content with little to no human 
oversight.42 Pravda network propa-
ganda betrays signs of GenAI: baseless 
claims, vanilla narrative style, admix-
ture of vacuous content with a smat-
tering of real news, etc. At this point, 
there is little reason to doubt that Ge-
nAI is used to produce, aggregate, and 
edit Pravda network content. By way of 
comparison, some estimates hold that 
GenAI produces over 30 million im-
ages per day.46

The part of the Internet that is 
faithful to Vanavar Bush’s vi-
sion is still operative, but it is 

being overwhelmed by portal potties 
and superspreaders—Internet re-
sources that are weaponized by parties 
who were never a part of the Internet’s 
evolution and have not commitment to 
its founding principles and the enrich-
ment of the social and political fabric 
of the world. And the situation is get-
ting worse by the moment. The adver-
sarial use of GenAI for LLM grooming 
and content production is becoming 
the sine qua non of modern dissemina-
tion superspreaders, such as the Pra-
vda network.47 This is understandable 
given the relative economies involved. 
In addition, some recent studies con-
clude that GenAI produced disinfor-
mation may actually produce more 
believable results.48,49 There is no 
doubt that GenAI is rapidly becoming 
a primary source of Internet effluent, 
led by disinformation portals, such as 
the Pravda network. 

https://news-pravda.com/
https://news-pravda.com/
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